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(54) System and method for improving CSMA/CD network performance during collisions 



(57) A network node 102 capable of detecting how 
many parties have collided during attempts to transmit 
on a bus 1 08. If more than one party has been detected 
to collide, the node 102 selects a backoff window from a 



larger randomized group of possible backoff windows 
than if the node had collided with only one other party. 
In this way. delays due to multiple parties colliding are 
minimized. 
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Description 

BACKGROUND OF THE INVENTION 

This invention relates to a network access protocol 
known as Carrier Sense Multiple Access with Collision 
Detection (CSMA/CD) and, more particularly, to a 
method for improving network performance when multi- 
ple parties collide in such a network. 

The CSMA/CD protocol, generally used in Ethernet 
LANs (local area networks), is defined in ANSI/IEEE 
Standard 802.3 published by the Institute of Electrical 
and Electronics Engineers (hereinafter, the "IEEE 802.3 
standard"). 

Under the CSMA/CD rules for access to a network 
bus or cable, any node or station wishing to transmit 
must first listen to ensure that the channel is clear 
before beginning to transmit. All nodes on the network 
have equal priority of access and may begin transmit- 
ting as soon as the channel is clear and a required inter- 
packet delay of 9.6 microseconds has elapsed. 
However, if a first node that has begun transmitting 
detects a collision with a transmission from another 
node, the first node continues transmitting for a short 
time to make sure that all nodes wishing to transmit will 
detect the collision (it is assumed that, while the 
attempts to transmit are nearly simultaneous, the first 
node is actually the first to begin). Every other node 
detecting the collision also continues to transmit for a 
short time. Then each node that has detected a collision 
terminates transmission of the packet or frame. The 
nodes involved in the collision then wait for the required 
interpacket delay of 9.6 microseconds and then select 
random and therefore usually different delay times, 
referred to backoff times, before attempting to transmit 
their packets again. As used herein, "collision" refers to 
the condition in which two or more nodes attempt to 
transmit nearly simultaneously after detecting the bus is 
clear. 

The IEEE 802.3 standard defines a collision backoff 
procedure referred to as "truncated binary exponential 
backoff." When a transmission attempt has terminated 
due to a collision, it is retried by the transmitting node 
after a selected backoff time until either the transmis- 
sion is successful or a maximum number of attempts 
have been made and all have terminated due to colli- 
sions. The backoff time is selected by each node as an 
integral multiple of the "slot time" which is the maximum 
round trip propagation time for the network, i.e., the time 
required to propagate a data packet from one end of the 
network to the other and back The slot time is defined 
by the IEEE 802.3 Standard as 51.2 microseconds. The 
number of slot times selected as the backoff time before 
the nth retransmission is chosen as a randomly distrib- 
uted integer r in the range: 

0 <, r <, 2 k .where k = min (n, 10). 
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Therefore, for the first attempted retransmission, the 
backoff time is selected as 0 or 1 slot times. For the sec- 
ond attempted retransmission the backoff time is 
selected as 0, 1, 2 or 3 slot times. For the third 
5 attempted retransmission, the backoff time is selected 
as 0, 1 , 2, 3, 4, 5, 6 or 7 slot times and so on, up to a 
maximum backoff time of up to 1.023 slot times or 52.4 
milliseconds. The backoff-time retransmission attempt 
number relationships are set forth in Table 1 below. 

10 



TABLE 1 
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Retransmission 
Attempt No. 


Backoff Time in Slot 
Times 


n 


r 


1 


0,1 


2 


0,1,2,3 


3 


0,1,2,3,4,5.6,7 


4 


0-15 


n 


0-(2 n - 1) 


10 (max n) 


0-1023 







As can be appreciated, if two parties collide there is 
a fifty percent chance that the parties will take the same 

30 transmission window on the first retransmission 
attempt. There is similarly a fifty percent chance that 
they will pick different transmission windows. On the 
second retransmission attempt, the wider range of num- 
bers makes the chances of colliding on each of the 

35 attempts progressively smaller. j 

If, however, a collision occurs between more than 
two parties, there is a greater likelihood that the collision 
will occur again on the second attempt. For example, if 
nodes A, B and C collide, node A will pick a number X 

40 on its first retransmission attempt. There is a fifty per- 
cent chance that node B will pick the same number X, 
and a fifty percent chance that node C will pick the same 
number X before attempting retransmission. Thus, no 
matter what happens, there will be at least two parties 

45 attempting to transmit in one window, thereby increas- 
ing the chances of another collision. The possibilities for 
three parties colliding with a backoff window of 2 (e.g., x 
or y time slots) are set forth in Table 2 below: 

50 
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COLLISION POSSIBILITIES: 


3 PARTIES COLLIDE, BACKOFF WINDOW 




OF 2 




PARTY 


A 


B 


c 


BACKOFF 


X 


X 


X 
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TABLE 2 (continued) 



COLLISION POSSIBILITIES: 
3 PARTIES COLLIDE, BACKOFF WINDOW 
OF 2 


PARTY 


A 


B 


C 




X 


X 


Y 




X 


Y 


X 




X 


Y 


Y 




Y 


X 


X 




Y 


X 


Y 




Y 


Y 


X 




Y 


Y 


Y 



Clearly, as the number of parties colliding increase, 
this problem becomes worse. The developers of the 
IEEE 802.3 Standard and Ethernet did not efficiently 
handle the possibility of multiple parties colliding. At the 
time the IEEE 802.3 standard was developed, E-mail 
traffic was the prevalent LAN use envisioned. However, 
today's higher bandwidth graphics and multimedia traf- 
fic increase the chances of multiple parties colliding. 
Thus, the two-party collision is, in many cases, an unre- 
alistic assumption. As more and more parties collide, 
the chances for a lockup on a network employing the 
IEEE 802.3 collision backoff standard increase expo- 
nentially. 

A method has been developed in which backoff 
times in a two node collision in which one node has 
"captured" the system are selected to be different from 
those prescribed in the IEEE 802.3 standard, for exam- 
ple, in U.S. Patent No. 5,436,903. In that system, back- 
off times are changed, for example, by selecting backoff 
times deterministically and then using a stopped backoff 
technique in which a node's backoff timer is stopped 
when the collision signal on the bus is active. While 
apparently successful at preventing node capture, the 
system does not address the possibility that more than 
two nodes might collide. 

SUMMARY OF THE INVENTION 

These problems in the prior art are overcome in 
large part by a system and method according to the 
present invention in which each node is configured to be 
able to determine how many parties have collided. If 
more than two parties collide, the retransmission 
attempt number is incremented such that a greater 
number of backoff times are selectable by each of the 
colliding nodes. Thus, for example, if three parties A, B 
and C collide, the parties will select from backoff times 
corresponding to, for example, retransmission attempt n 
= 2, rather than backoff times based upon retransmis- 
sion attempt n = 1. In this manner the likelihood of a 



repeat collision is reduced. 

According to one embodiment of the present inven- 
tion an access controller monitors voltage levels on the 
bus. A first voltage level corresponds to a collision 

5 between two parties on the bus. A second voltage level 
corresponds to more than two nodes colliding for 
access on the bus. If the second voltage level is 
detected during a collision, the nodes back off and 
select backoff times from a backoff time window greater 

10 than that corresponding to the prescribed standard. 

Briefly, the present invention relates to a network 
node capable of detecting how many parties have col- 
lided during attempts to transmit on a bus. If more than 
one party has been detected to collide, the node selects 

75 a backoff window from a larger randomized group of 
possible backoff windows than if the node had collided 
with only one other party. In this way, delays due to mul- 
tiple parties colliding are minimized. 

20 BRIEF DESCRIPTION OF THE DRAWINGS 

A better understanding of the present invention is 
obtained when the following detailed description is con- 
sidered in conjunction with the following drawings in 
25 which: 

FIG. 1 is a block diagram illustrating a computer 
system according to one embodiment of the 
present invention; 
30 FIG. 2 is a block diagram illustrating one implemen- 
tation of a transceiver and interface stage adapted 
for use in the system of FIG. 1 ; and 
FIG. 3 is a flow chart illustrating operation of an 
embodiment according to the present invention. 

35 

DETAILED DESCRIPTION OF THE INVENTION 

Turning now to the drawings, and with particular 
attention to FIG. 1 , a communication network is gener- 

40 ally identified by the reference numeral 100. The com- 
munication network 100 includes a transmission 
medium or bus 108 which may comprise, for example, 
coaxial cable or unshielded twisted pair (UTP) wiring. A 
plurality of network devices or nodes 102, 104 and 106 

45 are coupled to the transmission medium 108. The net- 
work devices 102, 104 and 106 comprise, for example, 
personal computers, printers, servers and other 
devices. 

The invention will be described with respect to 
so exemplary device 102. While each network device 102, 
104, 106 in network 100 may be similarly configured, 
the present invention is operable if only one node is so 
configured. The network device 102 includes an exem- 
plary network interface unit 112, such as a network 
55 interface card, coupled to a central processing unit 110. 
The central processing unit 1 10 is representative of, for 
example, a Pentium or Pentium Pro type processor in a 
personal computer. The network interface unit 112 
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includes a bus interface 1 16 coupled to a transmission 
control interface 1 1 4. The bus interface 1 1 6 includes I/O 
drivers 120 and a collision detection unit 1 18. As will be 
discussed in greater detail below, the collision detection 
unit 118 monitors the transmission medium 108 for the 
presence of data from the other network devices 104, 
106 on the transmission "medium 108. If the network 
device 102 needs to transmit data on the transmission 
medium 1 08, the collision detection unit 1 18 determines 
if the data from the network device 102 have collided 
with data from other the network devices 104, 106 on 
the transmission medium 108. If such a collision does 
occur, the collision detection unit 118 provides a control 
signal to the transmission control interface unit 114. 
More particularly, the transmission control interface unit 
1 14 includes a transceiver 128 having transmitter and 
receiver logic (not shown). The transceiver 128 is cou- 
pled to an I/O buffer unit 122 which in turn is coupled to 
the CPU 110. Also coupled to the transceiver unit 1 28 is 
a weighting circuit 130 which, as will be discussed in 
greater detail below, is used to select the appropriate 
retransmission window. The collision detection unit 118 
is coupled to a collision counter 124 which is also cou- 
pled to the weighting unit 130. A random number gener- 
ator 126 further couples the weighting unit 130 to the 
collision counter 124. The collision clock 124 clocks 
every time a collision occurs. When a packet is ready for 
transmission, the random number generator 126 and 
the weighting circuit 130 provide the determination of 
the randomized number of the retransmission window. 
This information is then provided back to the network 
interface 116 to permit another attempted retransmis- 
sion via the I/O driver 120. 

More particularly, if the network device 102 
attempts to transmit, and the collision detector 118 
detects a collision on the transmission medium 108, the 
collision detection unit 118 determines how many 
devices are colliding on the transmission medium 108, 
In one embodiment, the collision detection unit 118 
monitors voltage levels on the transmission medium 
108. If two devices have collided on the transmission 
medium 108. a first voltage will be detected by the colli- 
sion detection unit 118. If more than two devices have 
collided on the transmission medium 108, another 
(larger) voltage level will be detected. This information is 
then provided to the collision counter 124 of the trans- 
mission control interface 1 14. The collision counter 124 
counts how many collisions have occurred. In the case 
oHwo parries colliding, this is the number of retransmis- 
sion attempts. In the case of multiple parties colliding, it 
may be the number of parties. The collision counter pro- 
vides the retransmission attempt number to the weight- 
ing circuit 130. The weighting circuit 130 selects the 
backoff time in slot times based upon the random 
number generator 126's output. The output of the 
weighting circuit 130 is then the backoff time which is 
provided to the transceiver 1 28. The transceiver 1 28 will 
wart the appropriate backoff time and then pause the I/O 



drive cl20Lpdor to attempting a new transmission onto 
theTransmission medium 108. 

Operation of one embodiment of the present inven- 
tion is illustrated in FIG. 2. FIG. 2 illustrates in greater 
5 detail the bus interface 1 1 6 and the transmission control 
interface 114. It is noted that while illustrated as discrete 
hardware, the bus interface 116 and the transmission 
control interface 114 may be embodied in one or more 
digital signal processors (DSPs). Thus, FIG. 2 and FIG. 
10 3 are exemplary only. 

As illustrated in FIG. 2, the network control interface 
1 16 comprises an I/O driver unit 120 coupled to a colli- 
sion detection unit 118. The I/O driver unit 120 drives 
data to and receives data from the bus 108. The colli- 
15 sion detection unit 118 includes a comparator 200 cou- 
pled to a detection controller 202. The comparator 200 
is used to compare voltage levels on the transmission 
medium 108 with predetermined levels. The predeter- 
mined levels are representative of, for example, two or 
20 more than two devices colliding on the transmission 
medium 1 08. If a collision is detected during a transmis- 
sion attempt, the comparator 200 provides an output to 
the control unit 202 indicative of the number of devices 
that have collided on the transmission medium 108. The 
25 detection control unit 202 then suspends transmission 
along the transmission medium 108 and provides a con- 
trol signal to the collision counter 124. The collision 
counter 124 includes, for example, a shift register 208. 
The shift register 208 may be configured to shift every 
30 time a collision is detected. For example, in the case of 
one device colliding with a transmission attempt by the 
device 102, the shift register 208 is shifted one place. 
However, if the comparator 200 provides an output to 
the detection control unit 202 which indicates that more 
35 than one device has collided on transmission medium 
1 08, the shift register 208 may be shifted more than one 
place. For example, the shift register 208 may be shifted 
twice. 

The shift control signal is also provided to a trans- 
40 mission controller 206 in the transceiver 1 28. The trans- 
ceiver 128 includes a receive unit 204, in addition to the 
transmission unit 206. Data are received from the CPU 
1 10 through the I/O unit 122 and on to the transceiver 
128. The data are the provided to the I/O drivers 120 
45 and out onto the transmission medium 108. 

Returning now to the case where the detection con- 
trol unit 202 has provided a shift control signal to the 
shift register 208. The shift register 208 provides out- 
puts to a series of AND gates 218. The other inputs to 
so the AND Gates 218 are derived from the random 
number generator 126. More particularly, the random 
number generator 126 includes a counter 210 and a 
clock 212. The clock 212 is a faster clock than the sys- 
tem clock. The counter 210 runs as a continually run- 
55 ning clock counter. The AND gates 218 comprise a 
portion of the weighting circuit 130. The weighting cir- 
cuit 130 further includes an up/down counter 214 cou- 
pled to a restart clock 216. As noted above, the shift 
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register 208 is clocked each time a collision occurs and 
the serial input thereof is, in turn, provided to count up 
the number of collisions occurring during those times 
when a packet is ready for transmission. 

The outputs of the AND Gates 218 are connected 
to the inputs of the up/down counter 214, which is 
clocked by the restart clock 216. The up/down counter 
214 is loaded by the collision detection signal to begin a 
down count when a collision is detected. When the 
count reaches zero, a signal is sent to the transmission 
control 206 to cause retransmission of the data packet. 

A flowchart illustrating operation of one embodi- 
ment of the invention is shown in FIG. 3. In a step 302, 
the collision detection unit 118 or other circuitry in the 
bus interface unit 1 16 continually monitors the transmis- 
sion medium 108. When the I/O driver 120 receives 
data which is to be transmitted from the transceiver 128, 
in a step 304, the collision detection unit 118 deter- 
mines whether or not the transmission medium is free in 
a step 306. A determination that the transmission 
medium 108 is free includes, for example, detecting the 
end of another node's transmission and waiting the pre- 
determined interpacket gap of 9.6 microseconds. If the 
transmission medium 108 is determined to be free, the 
collision detection unit 118 allows the transmission to go 
forward in a step 308. 

The collision detection unit 1 1 8 continues to moni- 
tor the transmission line during transmission of the data 
from the network device 102 in a step 312. If there is no 
collision, the transmission continues until the transmis- 
sion is concluded in a step 314. If, however, in step 312, 
a collision had been determined to occur, the collision 
detection unit 118 continues the transmission briefly 
until other units have detected their transmissions. The 
collision detection unit 118 then prevents the trans- 
ceiver 128 from continuing the transmission and deter- 
mines how many devices have collided in a step 316. As 
discussed above, the determination of how many 
devices has collided is accomplished in one embodi- 
ment through a comparator 200 comparing the received 
voltage level with a predetermined voltage level and 
providing an indication of the comparison to a detection 
control unit 202. If there is only one other network 
device 104, 106 colliding with the transmission attempt 
by the network device 102, the collision detection unit 
1 1 8 provides a collision signal to the shift register 208 
and to the up/down counter 214, to select, for example, 
the backoff window corresponding with the first retrans- 
mission attempt (n = 1) in a step 318. In a step 328, the 
collision detection unit 118 will determine the end of the 
backoff time and will attempt to retransmit, looping back 
to step 308. 

If, however, in step 316 the collision detection unit 
118 had determined that more than one other network 
device 104, 106 had attempted to transmit and had col- 
lided with the transmission attempt by the network 
device 102, the collision detection unit 118 would pro- 
vide an indication of how many devices had collided in a 



step 320. As discussed above, this includes, for exam- 
ple, a monitoring of voltage levels on the transmission 
medium 108 with a higher voltage level being detected 
for more devices attempting to transmit simultaneously 

s on the bus. In another embodiment, the comparator 200 
includes an edge detector, and a first pulse characteris- 
tic (i.e., a first pulse width or predetermined number of 
edges) corresponds to a first number of devices collid- 
ing; a second pulse characteristic corresponds to a sec- 

io ond number of devices colliding. 

The detection control unit 202 of the collision detec- 
tion unit 118 then provides a control signal to the shift 
register 208 indicative of a greater number of colliding 
devices on the transmission medium 108. For example, 

15 if two other devices have collided with the device 102, 
two clock signals causing two shifts may be provided to 
the shift register 208 in a step 322. Thus, a greater 
number of potential backoff windows are selectable. 
When the designated backoff window expires, the 

20 network device 102 will again attempt to transmit on the 
bus. If the bus is free, the network device will succeed in 
its transmission in a step 314. 

The invention described in the above detailed 
description is not intended to be limited to the specific 

25 form set forth herein but on the contrary, it is intended to 
cover such alternatives, modifications and equivalents 
as can reasonably be included within the spirit and 
scope of the appended claims. 

30 Claims 

1. A computer network node (102) employing carrier 
sense multiple access with collision detection 
(CSMA/CD) in a network having a plurality of nodes 

35 coupled to a bus (108), CHARACTERIZED by: 

a detecting unit (118) for detecting a plurality of 
collisions between data packets at one or more 
of said nodes (1 02, 1 04, 1 06); and 
40 means (114, 116) for retransmitting said data 

packets involved in said collisions. 

2. The computer network node of claim 1 , said detect- 
ing unit (1 1 8) further configured to detect a collision 

45 between said computer network node (102) and 
one other (104) of said plurality of nodes. 

3. The computer network node of claim 2, wherein 
said detecting unit (118) is confgured to monitor 

so voltage levels on said bus (108), a fist voltage level 
indicative of a collision between said computer net- 
work node (1 02) and said at least two others of said 
plurality of nodes (104, 106), a second voltage level 
indicative of a collision between said computer net- 

55 work node (102) and one other of said plurality of 
nodes (104). 

4. The computer network node of claim 2, wherein 
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said detecting unit (118) is configured to monitor 
pulses on said bus (108), a first pulse characteristic 
indicative of a collision between said computer net- 
work node (102) and said at least two others of said 
plurality of nodes (104, 106), a second pulse char- 5 
acteristic indicative of a collision between said com- 
puter network node (102) and one other of said 
plurality of nodes (104). 

5. The computer network node of claim 1, wherein 10 
said retransmitting means (114) is configured to 
select a backoff window having a duration of r mul- 
tiples of a predetermined backoff time, where r is a 
randomly distributed integer in the range: 0 < r < 2 k , 
where k = min (p. m) , where p is a number greater 15 
than a retransmission attempt number, and m is a 
predetermined maximum, responsive to said com- 
puter network node (102) detecting said collision 
between said computer network node (102) and 
said at least two others of said plurality of nodes 20 
(104, 106). 



10. The computer network node of claim 8, wherein 
n = p when a collision involving one other compu- 
ter network node (104) precedes a collision involv- 
ing more than one other computer network node 
(104, 106). 



6. The computer network node of claim 2, wherein 
said retransmitting means (114) is configured to 
select a backoff window having a duration of r mul- 25 
tiples of a predetermined backoff time, where r is a 
randomly distributed integer in the range: 0 < r < 2 k . 
where k = min (n, 10) , and where n is a number 
equal to a retransmission attempt number, respon- 
sive to said computer network node (1 02) detecting 30 
said collision between said computer network node 
(102) and said one other of said plurality of nodes 
(104). 

7. The computer network node of claim 5, wherein p is 35 
a number equal to a number of other nodes . 
(104,106) that have collided with said computer 
network node (102) prior to a successful transmis- 
sion. 

40 

8. The computer network node of claim 6, wherein 
said retransmitting means (114) is configured to 
select a backoff window having a duration of r mul- 
tiples of a predetermined backoff time, where r is a 
randomly distributed integer in the range: 0 <> r < 2 k , 45 
where k = min (p, m) , where p is a number greater 
than a retransmission attempt number, and m is a 
predetermined maximum, responsive to said com- 
puter network node (102) detecting said collision 
between said computer network node (102) and so 
said at least two others of said plurality of nodes 
(104,106). 

9. The computer network node of claim 8. wherein 

n = p when a collision involving one other compu- 55 
ter network node follows a collision involving more 
than one computer network node 
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